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3AABIIEHME HA KOMIMJIEKCHOE CTPAXOBAHUE
NMPO®ECCUOHANBLHOWU OTBETCTBEHHOCTU U KUBEPPUCKOB
GARDIA CyberProfesisonalEdge Application Form

A. O6wasn nHdopmauma o 3actpaxoBaHHom nuue / General information of the Insured

1.

10.

1.

HanmeHoBaHue opraHusauum / Entity name:

WHH / Tax ID:

Ol'PH / Registration details:

BUK (ans 6aHkoB-pe3ugeHToB) / BIC (for bank residents):

Appec peructpaumm / Principal address:

MouToBbIN agpec / Principal address:

TenedpoH / Phone number:

Be6cauT / Website:

HaTta ocHoBaHus / Date Firm established:

fBnsieTcA Nu opraHusauus Ao4YepHen KoMnaHven 3apy6exxHoW maTepuHckon komnaHuun? / Is the Firm a subsidiary of an overseas parent

company?
Oa/ Yes Het / No

Ecnu pa, ykaxuTte HazBaHue U agpec MaTepuHckon komnaHum /If yes please add the name and address:

MpuBeanTe cBegeHus 060 Bcex AOYEPHUX KOMNAHUSX, KOTOpbie OyaAyT BKIKOYEHbl B cTpaxoBoe nokpbiTue / Please provide details of any

subsidiary companies which are to be included under this insurance
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12. MnaHupyloTCA NU CNUSAHUA UK NornoweHns Ha cneayowme 12 mecsaueB? / Are there planned Mergers or Acquisitions for the next 12 months?
Oa/ Yes Het / No
13. TMoxanyucTa, ykaxute KonmyecTBo coTpyaHukoB / Please state the number of employees:
14. NoxanywcTa, npegocTaBbTe 0630p Bawen AeAaTenbHocTH / Please provide an overview of your business activities:
15. MoxanywcTa, 3anonHuTe cneayoLlyro Tabnuuy ¢ pa3éuBkon Bbipy4ku no ctpaHam / Please complete the following revenue table with split by
countries:
Bantora / Currency:
O6was Bbipyyka / Total revenue
leorpadms / Geo Mpownbin rog (dakTtuyeckun) / Texkywmun rog (oLeHO4HO) / Cnepyrowmm rog (OLLEeHO4HO) /

Last year Current year (estimate) Next year (estimate)

Benuko6putanus / UK

CLWIA v Kanapga / US&Canada

Poccus / Russia

EBpona / Europe

Apyrue cTpaHbl Mupa
(nepeuncnutb) / Other countries
(please specify)

16.

17.

18.

19.

Moxanyncra, ykaxute Aetanu cTpaxoBaHUA npodeccuoHanbHOM OTBETCTBEHHOCTM 3a npowepuwue aBa roga / Please give details of
previous Professional Indemnity Insurance carried for past two years:

Asnsietca nu KomnaHua Hekommepuyeckor opraHusaumnen? / Is the Company a non-profit organization Oa/ Yes Het / No
Ecnu «pa», To, noxanyincra, yrouHute: nnaHupyet nu KomnaHusa ucnonb3oBaTb Ans onnatbl NpUoGpeTaemMoro nokpbITUA AeHEeXHble
cpeacTBa U (MNKU) UHOE MMYLLECTBO, NOoNyYeHHble HEKOMMepYecKoW opraHvM3auve oT MHOCTPaHHbIX FOCyAapcTB, MeXAyHapoAHbIX U
MHOCTpPaHHbIX OpraHn3aLuii, MTHOCTPaHHbIX FpaxaaH u nuu 6e3 rpaxaaHcTea? / If “yes” please specify does the Company plan to pay insurance
premium for the purchased cover by cash and (or) other property initially received by a non-profit organization from foreign states, international and
foreign organizations, foreign citizens and stateless persons

Oa/ Yes Het / No

ABnsercas nu KomnaHusi cTpaTterMyeckum npeanpusiTueM WUNU akLUMOHEPHbIM OGLECTBOM, onpeaeneHHbIM Ykasom [lpesupeHTa
Poccuinckon ®enepauum ot 4 aBrycta 2004 rona Ne 1009 «O6 yTBepXAeHUN NepeyHsi cTpaTernvyeckmx nNpeanpuATUA U cTpaTernyeckux
akumoHepHbIx o6wecTB»? / Is the Company a strategic enterprise or a joint stock company defined by the Decree of the President of the Russian
Federation of August 4, 2004 No. 1009 “On approval of the List of strategic enterprises and strategic joint stock companies”

Oa/ Yes Het / No

WUmeeTt nu KomnaHusa oTHOLWEHMe K TOBapaM ABOMHOrO Ha3Ha4yeHusi, onpepeneHHbIM Yka3om lMpesuaeHta Poccuiickon ®epepauum ot 17
nekabpsi 2011 roga Ne 1661 «O6 yTBepXxaeHun Cnucka TOBapoOB U TEXHONOrMMn ABOMHOIO Ha3Ha4YeHUS, KOTOPble MOTYT ObITb UCNOSNb30BaHbI
npv co3fAaHUN BOOPYXEHUW U BOEHHOM TEXHUKM M B OTHOLLEHUWN KOTOPbIX OCYLIECTBIAETCS 3KCNOPTHbLIN KOHTponb»? / Does the Company
have reference to dual-use goods defined by the Decree of the President of the Russian Federation of December 17, 2011 No. 1661 “On approval
of the List of goods and technologies of dual use which may be used for creation of armaments and military equipment and in relation to which the
export control is implemented.

Oa/ Yes Het / No
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B. CtpaxoBaHue npodeccuoHanbHon otBeTcTBEHHOCTU / Professional Indemnity Insurance

B.1. NpodeccrmoHanbHaa oTBETCTBEHHOCTL onpeaeneHHbIx npodeccun / Specified Professions Liability

Pasgen nomkeH 6bITh 3anofnHeH B TOM cny4vae, ecnvu CTpaxoBaTtenb HamepeBaeTcsl Npuo6pecTy gaHHoe nokpbITUe / Section to be completed only
if the proposer is looking to purchase the above coverage

1.  Ykaxure kateropum ocyulectBnsieMbix MpodeccroHanbHbIX yCnyr U Ao Kaxaon U3 Hux (B obwem o6beme nomny4veHHoro goxoaa /
oboporta) / Please provide an estimate of the percentage of total annual fees for the last complete financial year from the following categories:

Kateropus / Category Hons / Share

2. Pacnpepenute geAaTenbHOCTbL NO crieayloWMUM cermeHTam pbiHka / Please split the Firm(s) business between the following market sectors:

Kateropus / Category LOons / Share Kateropus / Category LOons / Share
MpaBuTenbcTBeHHbIE / ®duHaHcoBble / Finance
Government

MpousBoacTeo / Manufacturing / Kommepuwms / Commercial
Industrial

UHXuHupuHr / CtpontenbcTBo / A3pokocmMmuyeckas
Construction / Engineering npombILlneHHocTb / Aerospace
OonToBasi U pO3HMYHasi TOProBns TpaHcnopT / Rail

/ Trade Wholesale / Retail

3apaBooxpaHeHue /| MeguuuHa / Opyrue / Other

Healthcare / Medical

3. WUsmeHsAnucb nu cekTopa AeATenbHOCTM 3a npeAblgylwme Tpu roga? / Is this business split representative of the Firm(s) business over the
previous three years?

Oa/ Yes Het / No
Ecnu «[a», To, noxanymncTa, ykaxuTe AononHuTtensHble cBeaeHus / If ‘Yes’, please provide details:

4. MoxanywcTta, npuBeanTe NOAPOGHOCTU 5 cCaMbIX KPYMHbIX 3aKIHOYEHHbLIX AOFOBOPOB 3a nocreaHue 3 roaa unu, ecnu paHee Xo3sincTBEHHas
AeATenbHOCTb He ocylecTBnsinack (MpodeccuoHanbHbIe yCryru He oka3biBanuch), 5 caMbIX KPYMHbIX 4OrOBOPOB, KOTOPbIe NaHupyeTcs
3aknounThL B NnpeacTosiwem roay / Please provide details of the five largest contracts undertaken in the past three years or for a new business in
the forthcoming year:

HasBaHue knueHTa / Bua peatensHocTn / MpeameT goroBopa / Cymma (cToumMocTb Mpu6bInb /
Name of Client Business of Client Nature of Contract MpodeccuHanbHbIX Income to Firm
ycnyr) / Total Value
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HasBaHue knueHTa /
Name of Client

Bup peatenbHocTH /
Business of Client

MpeameT porosopa /
Nature of Contract

Cymma (cToumMocTb
MpodeccuHanbHbIX

MpubbINk /
Income to Firm

ycnyr) / Total Value

MpuBnekatoTcs nu cybnoapsaaYMKi UMM UHbIe TPeTbU Nuua Ans ocyuecTBneHus MpodeccnoHanbHbIx yenyr? / Is the work sub-contracted
to an independent third party?

Oa/ Yes Het / No
Ecnu 3acTpaxoBaHHbIM NMULOM Gbinn 6b1 cOBepLUEHb! OLIMGKM / ynyLLeHUsl NPU OCyLUeCTBIIEHMM CBoel NpodeccUoHaNbLHON AeATEeNLHOCTH,

noxanyuncra, oTMeTsETe Mornu 661 OHU NPUBECTU K cregytowmum pesynbraTtam: / If there were a failure of any of the Firm(s) products or services
could this failure result in any of the following outcomes:

Bpen xu13Hu unu spopoBbio / Loss of Life or Injury to Others: Oa/Yes Het / No
BHe3anHbIM 1 KpynHbIN huHaHCcoBLIN yobITOK / Immediate and Large Financial Loss: Ha/Yes Het / No
CyuiecTBeHHbIN HaKoMNeHHbIN hnuHaHcoBbIN yobITOK / Significant Cumulative Financial Loss: Oa/Yes Het / No

Bcerpa nu 3acTpaxoBaHHbIN UCMOSNb3YeT CTaHAAPTHbLIN NMUCbMEHHbIW A0roBOp / KOHTPAKT Npu paboTte co BceMn CBOMMM KnueHTamu? /
Does(Do) the firm(s) always use standard written contract conditions?

DOa/ Yes Het / No

Bce nu KOHTpakTbI ¢ KNMeHTaMu BKNtoyatoT criegytoulee: / In respect of all contracts the Firm(s) enters into, do they always include:
OeTtanbHoe onucaHue okasbiBaeMbIix paboT u ycnyr / An outline of the scope of services to be provided? Oa/ Yes Het / No
OrpaHMyeHne OTBETCTBEHHOCTU B NpeAenax ycTaHOBNEHHOMN AeHeXXHoW cyMMbl / Limitation of Liabilities? Oa/Yes Het / No
Iio6ble npsiMble, nocneayolmMe unmu akoHomuyeckme y6biTkm / Direct, Consequential and Economic Loss Exclusion?

Oa/ Yes Het / No

Bbiny nu korpa-nMbo OoTKNOHeHbI Kakue-nubo 3anpockl Ha cTpaxoBaHue lpodeccnoHanbHOW OTBETCTBEHHOCTU, CAENaHHbIe OT UMEHMU
3acTpaxoBaHHOro nuua unu npeabiaywen 6U3Hec-CTPYKTYpbl, I HacTOSALMUM NapTHEPOM, AUPEKTOPOM WUNU aKLMOHEPOM, UNK Gbino
NN Takoe cTpaxoBaHWe NpeKkpalieHo / pacTOprHyTo unm noctynun otkas ot CtpaxosluMKka Ha npoaneHve nonuca? / Has any proposal for
Professional Indemnity Insurance made on behalf of the Firm (s) or any predecessors in the business, or present partners/directors/ principals ever
been declined or has such insurance ever been cancelled, renewal refused or special terms imposed?

Oa/ Yes Het / No
Ecnu «ga», To, noxanyicra, ykaxuTte gonornHuTtenbHble cBeaeHus / If ‘Yes’, please provide details
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B. CtpaxoBaHue npoceccuoHanbHon otBeTcTBEHHOCTHU / Professional Indemnity Insurance

B.2. OTBeTCTBEHHOCTL 3a MynkTUMeAunHbIe ycnyru / Media Liability

Pasgen nomxkeH 6bITh 3anonHeH B ToM cny4vae, ecnu CTpaxoBaTtenb HamepeBaeTcsl Npuo6pecTu AaHHoe nokpbITUe / Section to be completed only

if the proposer is looking to purchase the above coverage

1.  YkaxuTe KaTeropum ocyluecTBnsieMbiX paboT 1 oMo KaXAo0ro BuAa pabot ocyuLiecTBnseMbix 3acTpaxoBaHHbIM NULOM (B o6Lem o6beme
nony4veHHoro goxopa / oboporta) / Please provide an estimate of the percentage of total annual fees for the last complete financial year from the

following categories:

Kateropus / Category

Dons / Share

Kateropus / Category

Dons / Share

U3paTtenbckoe geno / Publishing Section

Cos3naHue 1 pa3velleHne peknambl Ha
TeneBuaeHun / The creation and placement of
advertisements in respect of TV advertising

TeneBusnoHHoe BelaHue / Television
Broadcasting

[u3aitH n nponsBoACTBO GpoLutop, roAO0BbIX
OTYETOB U NPOYMX PEeKNaMHbIX MaTepuanoB U
MaTepuanoB, CNOCOGCTBYIOLWMNX YBENTMYEHUIO
npopgax / The design and production of
brochures, annual reports and similar advertising
and promotional materials

PaguoBewaHue / Radio Broadcasting

KoHcynbTaumm no aHanu3ay pbiHka / Market
research consultancy

CnyTHukoBoe BewaHue / Satellite Broadcasting

Koucyanal.wm no CBA3sIM C
obwwecTBeHHOCTLIO / Public relations
consultancy

MeuaTHble ycnyru / Printing Services Section

Opyrue / Other

2. Pacnpepenute gesaTenbHOCTb MO CreayloWMM CErMeHTam pbiHKa

/ Please split the Firm(s) business between the following market sectors:

KaTteropus / Category

Dons / Share

KaTteropus / Category

Dons / Share

MpaBuTtenbcTBeHHbIe / Government

®duHaHcoBble / Finance

MpousBoacTeo / Manufacturing/Industrial

Kommepuusa / Commercial

UHXuHupuHr / CtpontenbcTBo /
Construction / Engineering

A3apokocMuyeckas NPOMbILLNIEHHOCTD /
Aerospace

OnTtoBasi U po3HU4YHas Toprosns /
Trade Wholesale / Retail

TpaHcnopT / Rail

3apaBooxpaHeHue /| MeguuuHa /
Healthcare / Medical

Opyrue / Other

3.  WUsmeHsAnucb nNu cekTopa AeATenbHOCTM 3a npeAablaylwme Tpu roga? / Is this business split representative of the Firm(s) business over the

previous three years?

DOa/ Yes Het / No

Ecnu «[a», To, noxanymncra, ykaxuTte gononiHutenbHble cBegeHus / If ‘Yes', please provide details:

4. TpuBnekaroTcAa nNu cyonoapaaYuvki AnsA BbinonHeHus pabot? / Is the work sub-contracted to an independent third party?

Oa/ Yes Het / No

Ecnu 3acTpaxoBaHHbIM NULOM Obinv 6bl coBepLUeHbI OLWNGKU/ynyLeHus, npu ocywecterneHuu NpodeccmoHanbHoOM ycnyr, noxanymucra,
oTMeTLTe Mornu 6bI OHM NPUBECTU K cneaylowmm pesynbratam: / If there were a failure of any of the Firm(s) products or services could this
failure result in any of the following outcomes:

Het / No
Oa/ Yes
CyliecTBEeHHbIN HaKoMneHHbIW pHaHCcoBbIN YobIToK / Significant Cumulative Financial Loss

Oa/ Yes
BHe3anHbIN 1 KpynHbI huHaHCcoBbIN yobITOK / Immediate and Large Financial Loss

Bpep xu13Hu unm 3gopoBssbto / Loss of Life or Injury to Others
Het / No

Oa/ Yes Het / No
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6. Bcerma nu 3acTpaxoBaHHbIM NIULOM UCMOMb3YeTCA CTaHAAPTHbIA NMUCbMEHHbLIN [OroBOP /| KOHTPaKT Npu paboTe co BCeMM CBOUMM
knuentamn? / Does(Do) the firm(s) always use standard written contract conditions?
Oa/ Yes Het / No
7. Bce nu KOHTpakTbl C KNMEeHTaMu BKIto4aloT cnegytowee: / In respect of all contracts the Firm(s) enters into, do they always include:
HeTtanbHoe onucaHue okasbiBaeMbix paboT u ycnyr / An outline of the scope of services to be provided? Oa/ Yes HeTt / No
OrpaHuyeHue OTBETCTBEHHOCTU B Npeaenax ycTaHOBNEHHOM AeHeXHoM cyMmMbl / Limitation of Liabilities? Oa/ Yes Het / No
Jo6ble npsiMmble, Nocneaytowme Unu akoHommyeckune yobiTku / Direct, Consequential and Economic Loss Exclusion?
Oa/ Yes Het / No
8. Bbinu nu Koraa-NM6o0 OTKMOHEHbl Kakne-Nnnbo 3anpockl Ha cTpaxoBaHMe nNpodeccMoHanbHOM OTBETCTBEHHOCTU, cAenaHHble OT UMEHU

3acTpaxoBaHHOro nuua unu npegbigyuen 6UsHec-CTPYKTYpbl, UnNu HactosAwmumMm MapTtHepom, AupekTtopom unu AKLMOHEPOM, Unu ObINo
M Takoe CTpaxoBaHMe NpeKkpalieHo / pacTOPrHyTo Unu noctynun otka3s ot CTtpaxoBLwuKka Ha npoaneHue nonuca? / Has any proposal for
Professional Indemnity Insurance made on behalf of the Firm (s) or any predecessors in the business, or present partners / directors / principals ever
been declined or has such insurance ever been cancelled, renewal refused or special terms imposed?

Oa/ Yes Het / No
Ecnu «ga», To, noxanyicra, ykaxuTte gononHutenbHble cBeaeHus / If ‘Yes’, please provide details

B. CtpaxoBaHue npodeccnoHanbHoM oTBeTCTBEHHOCTU / Professional Indemnity Insurance

B.3. UHdopmaumoHHo-TexHonornvyeckune ycnyru m npoaykrbl / Technology Services & Technology Products

Pasgen nomkeH 6bITh 3anonHeH B ToM cnyyvae, ecnu CTpaxoBaTenb HamepeBaeTcsl Npuo6pecTy AaHHOe NokpbITUe / Section to be completed only
if the proposer is looking to purchase the above coverage

1.

Ykaxute kateropum ocyuiectensieMbix lNpodeccuoHanbHbIX ycnyr U AOM0 KaXAOro BuAa ycnyr, npeaoctaBnseMbix 3acTpaxoBaHHbIM
nuuom (B o6uwem ob6beme nomny4veHHoro goxopa / obopota) / Please provide an estimate of the percentage of total annual fees for the last

complete financial year from the following categories:

Kateropus / Category

Oonsa / Share

Kateropus / Category

DOonsa / Share

FoToBOe nporpammHoe o6ecneyeHue /
Packaged software

CTpaTernyeckoe nnaHmpoBaHue /
Strategic planning

Distribution of Third Party Packaged Software

KoHcynbTauum B obnacTtu 3akynok /
Procurement consultancy

HacTtpauBaemoe nporpammHoe obecne4veHue /
Customisible software

TpeHuHru / Training

Paspa6otka MO nop knueHTa ¢ Hyns /
Bestspoke software

Mownck n ycTpaHeHne HemcnpaBHocTen /
Trouble shooting

AHanu3 cuctem / Systems analysis

YnpasneHue npoektamu / Project management

O6pabotka gaHHbIx / Data processing

Ayaut cuctem / Systems audit

YnpaBneHue o6opyaoBaHuem /
Facilities management

Akcnept / Expert Witness

Mpopaxa / nocTaBKka KOMNbLIOTEPHOIO
obopynoBaHus / Sale/Supply hardware

OunzanH Bab-cantoB / Web-site Design

YcTtaHoBKa u Hanagka o6opyaoBaHus /
Hardware maintanance / installation

MpepoctaBneHue NHTepHeT ycnyr /
Internet Service Provision

Mopnepxka nporpaMMHoro o6ecneyeHus /
Software maintanance

MpepoctaBneHue cepBuca Mpunoxexu /
Application Service Provision

YctaHoBKa nporpaMmHoro obecneuyeHus /
Software installation

AyTtcopcunr IT / IT Outsourcing
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KaTteropus / Category

Dons / Share

Kateropus / Category

Dons / Share

O6wume koHcynbTauum B obnactu MK/
General computer advice

KoHcynbTrauum B cepe 6e3onacHocTu IT /
IT Security Consultancy

Opyroe / Other

2. Pacnpepenute AesiTeNnbHOCTU KOMMaHUM No crieAyloLMM cermeHTaM pbiHka / Please split the Firm(s) business between the following market

sectors:

Kateropus / Category

Donsa / Share

Kateropus / Category

Dons / Share

MpaButenbcTBO / Government

®duHaHcoBbIN MHCTUTYT / Financial

OnTtoBasi U po3HU4Hasi ToproBns /
Wholesale, retail

TpaHcnopT / Transportation

MeavuuHa n 3goposBbe /
Medical and healthcare

WHoe / Other

3. WUsmeHsAnucb nNu ceKkTopa AeATeNnbHOCTM 3a npeabiaylwme Tpu roga? / Is this business split representative of the Firm(s) business over the
previous three years?
0 Oa/Yes 0 Het/No
Ecnu «[a», To, noxanymncra, ykaxuTe gononHurtensHble cBeaeHus / If ‘Yes’, please provide details:
4. [pwmBnekaroTcsa Ny cyonoapsiaunKy Ans BbinonHeHus pabot? / Is the work sub-contracted to an independent third party?
Oa/ Yes Het / No
5. Ecnu 3acTpaxoBaHHbIM NMULOM ObINK 6kl cOBepLUEHbI OWNGKM / ynyLweHus npu ocywecTterneHuu NMpodeccrmoHanbHbIX yCnyr, noxanyucra,
oTMeTbTe Mornu 6bl OHU NpUBECTM K crieayowmnm pesynestartam: / If there were a failure of any of the Firm(s) products or services could this
failure result in any of the following outcomes:
Bpepn xu13Hu unu 3gopoBbio / Loss of Life or Injury to Others Oa/Yes Het / No
BHe3anHbIN 1 KpynHbI huHaHCcoBLIN YobITOK / Immediate and Large Financial Loss Oa/Yes Het / No
CyluecTBeHHbIN HaKoMnneHHbIN pHaHcoBbIN YobITOK / Significant Cumulative Financial Loss fa/Yes Het / No
6. Bceraa nu 3acTtpaxoBaHHOE NULIO UCMONb3yeT CTaHAAPTHLINA MUCbMEHHbIN A0roBop / KOHTPAKT Npu paboTe co BCEMU CBOUMM KIMEHTaMn?
Does(Do) the firm(s) always use standard written contract conditions?
Oa/ Yes Het / No
7. Bce nu KOHTpaKTbI C KNMEeHTaMM BKNiovaloT cnegytroulee: / In respect of all contracts the Firm(s) enters into, do they always include:
[etanbHoe onucaHue okasbiBaeMbix pabot u ycnyr / An outline of the scope of services to be provided? Oa/ Yes Het / No
OrpaHuyeHne OTBETCTBEHHOCTU B Npeaenax yCTaHOBNEHHON AeHeXHoW cyMmMbl / Limitation of Liabilities? DOa/ Yes Het / No
Jio6ble npsiMble, nocneayolmMe Mnu akoHommyeckme y6biTkm / Direct, Consequential and Economic Loss Exclusion?
Oa/ Yes Het / No
8. Bbnu nu Korga-nM6o OTKMOHEHbI Kakue-nubo 3anpockbl Ha cTpaxoBaHue nNpodeccMoHanbHOW OTBETCTBEHHOCTU, CAeNaHHble OT UMEHU

3acTpaxoBaHHOro nuua unu npeabiaylen 6usHec-cTPyKTypbl, UNu Hactosiwmum MapTHepom, iupekTopom Unu AKLMOHepoM, unm 6bino
IV Takoe cTpaxoBaHMe NpeKpalleHo /| pacTOprHyTo unyM noctynun otkas or CTpaxoBlyMKa Ha npoaneHue nonuca? / Has any proposal for
Professional Indemnity Insurance made on behalf of the Firm (s) or any predecessors in the business, or present partners / directors / principals ever
been declined or has such insurance ever been cancelled, renewal refused or special terms imposed?

Oa/ Yes Het / No
Ecnu «ga», To, noxanyicra, ykaxuTte gonornHuTtenbHble cBeaeHus / If ‘Yes’, please provide details
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C. NopBepxeHHOCTb AaHHbIX puckam / Data exposure

1. YKkaxuTe KonnyecTBo ob6pabaTbiBaeMbIX UM XPaHSALLMXCA 3anncen AaHHbIX MO criefylowmnm kateropusim / Please state the number of data

records currently processed/stored in the following categories:

Benuko6putaHusa /| EBpona CLUA / KaHapa [pyrue cTpaHbl Mupa
UK / Europe US / Canada Rest of World
O6pabortaHo / XpaHnutca / O6paboraHo / XpaHurca / O6paboraHo / XpaHuTtcsa /
Processed Stored Processed Stored Processed Stored

BasoBas nuyHasa
uHcpopmaumn / Basic
Personal Information

KoHdwmaeHumnanbHas
nu4Has MHopmMaums
/ Sensitive Personal
Information

UHdopmauus o
nnarexHon KkaprTe
/ Payment Card
Information

UHdopmauus o
(pHaHCOBOM cyeTe
/ Financial Account
Information

UHdopmauus,
cBsi3aHHasA co
3gopoBbeM / Health
Related Information

JNnyHble AaHHbIE
COTPYAHUKOB /
Employee Personal
Information

KopnopaTtusHas
MHopMaums TpeTbUx
cTopoH / 3rd Party
Corporate Information

2. [JoBogutcs nu uHcopmaLms o 3aKkasuuke / KnmeHTe TpeTbUM cTopoHamM? / Is customer/client information shared with 3rd parties?

Oa/ Yes Het / No
Ecnu «Oa» / If “Yes”:

a. C kem ocyuecTBnseTcss o6mMeH AaHHbIMMU U ¢ Kakon uenbto? / Who is data shared with and for what purpose?

b. Bo3mewaeTtcs nu yuwep6 B pe3ynbraTte HapyLeHUs AaHHbIX TaKUMKU TpeTbuMu ctopoHamu? / Are you indemnified for breaches of the data

by such 3rd parties?
Oa/ Yes Het / No

c. Bcerga nu paHHble o6e3nuuuBatoTcA/o6beanHATCA A0 nepepgaun? / Is data always anonymised/aggregated prior to release?

DOa/ Yes

Het / No

Ecnu pgaHHble He aHOHMMU3UPYIOTCA, BCErAa Nu 3anpalinBaeTcs pa3pelleHune y cybbekra gaHHbIxX Ao ux nepepgaumn? / Where data is
not anonymised, do you always seek permission from the data subject prior to release?

Oa/ Yes Het / No

CyLuecTBYeT N1 rapaHTHs, YTO AaHHbIEe He NepeAaBanuchb Ha KaKyto-nubo Tepp1UTopuIo, 3a UCKITIOUYEeHUeM crlyyaeB, Koraa Takasi Tepputopusi

MMeeT afleKBaTHbIW YPOBEHb 3aliUThl NpaB U cBO6OA CyOHLEKTOB AaHHbIX B CBA3M C 0O0paboTKoM NMYHbIX AaHHbIX? / Do you ensure that
data is not transferred to any territory unless such territory has an adequate level of protection for the rights and freedoms of the data subjects in
relation to the processing of personal data?

Oa/ Yes Het / No
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D. NopBepxxeHHOCTL puckam npepbiBaHusa cetu / Network Interruption Exposure

Paspgen nomkeH 6bITh 3anonHeH B TOM cnyyvae, ecnu CTpaxoBaTtenb HamepeBaeTcs NpuobpecTy AaHHoe nokpbITHe / Section to be completed only
if the proposer is looking to purchase the above coverage

1.

Moxanyncra, npeaocTaBLTe pa3dbuBKy Bawmx goxonos / notokoB goxonaos / Please provide a split of your revenue / income streams:

a. OxnanH npogaxwu / Online sales %

b. OdnaiH npogaxm / Offline sales %

c. Bpokepckoe Bo3HarpaxaeHue /| KOMMCCUOHHLIe / Brokerage / commission %
d. Mnarta 3a eguHuuy / ncnonb3oBanue / Unit / usage fees %

e. KoHtpakT / nognucka / nuueH3anoHHble cb6opbl / Contract / subscription / licensing fees %
f. Onnara ycnyr cneuunanucTtoB / ycnyr / Professional / service fees %

g. KpeautoBanue / apeHpa / nusuHr / Lending / renting / leasing %

h. WHBecTMUMOHHBIN foxon / Investment income %

i. TMoxepTBoBaHua / Donations %

j.  paHTtbl/ Grants %

k. Tpouee (noxanyucra, ykaxurte) / Other (please advise) %

Kakum obpasom ckaxeTcsi Ha goxogax/mpubbinv HapyweHue unu c6on Bawen KoMnbroTepHOM cUCTeMbl, CETU UNU MPUIIOKEHUN
(noxanymncTa, yKaxuTe OLeHKy ynyLeHHOW Bbirofbl, OTBETCTBEHHOCTU Nepen TPeTbMMU CTOPOHaMU U OTTOKa KnueHToB)? / In what way
would revenue/profit be impacted following a disruption to or failure of your computer system, network or applications (please include estimates of
lost revenue, 3rd party liability and customer churn)?

Mpocbba coobunTb O NOLIX CEe30HHBbIX NMUKaxX AOXOAO0B, BKIIOYaA COOTBETCTBYHLIee NMpoLeHTHoe yBenu4veHue / Please outline any
seasonal peaks in revenue, including the relevant percentage increase:

MoxanyncTta, ykaxute BpeMsi, N0 UCTEYEHMM KOTOPOro HapylueHue 6e30MnacHOCTU MOXET NPUBECTM K COKPaLLEHUH YMCTOWU NpubbInm /
Please state the time after which disruption would lead to a reduction in net profit:

MoxanyncTa, onuwnTe AeNCTBUSA, NPeANnpPUHATLIE AN NpeaoTBpalleHus nepe6oeB B paboTe ceTu, BKIOYasi UCNONb30BaHUE pe3epBHbIX
CUCTEM NUTaHMWSA, OTKa30yCTONYUBYLO apXUTEKTYPY, M3ObLITOYHYIO MPONYCKHYIO0 CMOCOGHOCTb AN MHOXECTBEHHbIX MOCTaBLUUKOB U T.A.
|/ Please describe actions taken to prevent outages from occurring, including usage of backup power systems, fault tolerant architecture, excess
bandwidth for multiple providers, etc.:

MoxanyncTa, onuwnTe AeNCTBUA, KOTOpble GbiNKn 6bl NPeANPUHATLI ANA COKPaLLEeHUsi NPOAOIKUTENbLHOCTU Takoro nepe6os, ecnu 6b1 OH
npowusoLuern, BKo4Yas NoapobHble cBeAeHUA O obbIX onepauMoHHbIX U CUCTEMHbIX MepaXx Mo NepekrovYeHnto Ha pe3epBHbIN pecypc
|/ Please describe the actions you would take to mitigate the duration of such disruption if it were to occur, including details of any operational and
system failover measures:
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10.

Mpockb6a onucartb AeNCTBUSA, KOTOpbIe 6bINK Gbl NPeANPUHATBLI, B TOM YUCIe BO3MOXHbIE 3aTpaThbl, CBA3aHHbIe C TaKUMU AeNCTBUAMMU, ANA
CMArYeHUs nocneacTBUN CyLLEeCTBEHHOrO nepepbiBa B pabote. Mpumepammn Takux pacxofoB MOryT ObITb AONONHUTENbHbIE KaapoBble/
CBEpPXYpPOUHble pacxopbl, OTKPbLITUE AOMNONHUTENbHbLIX KOHTaKTHbIX LLEHTPOB Unu nepemelleHne UT-o6opyaoBaHus / cepBepoB / LeHTPOB
06paboTKM AaHHbIX UMK BbiNnaTa KOMMNeHCaUMOHHbIX BbInnaTt knueHTam / Please describe the actions you would take, including the likely
costs associated with such actions, in order to mitigate the impact of a material interruption. Examples of such costs may include additional staffing
/ overtime, opening additional contact centres or re-housing IT equipment/ servers /data centres or making customer compensation payments:

WmetoTca nu odmumnanbHble nnaHbl o6ecnevyeHns HenpepbIBHOCTU GUM3Heca M BOCCTAHOBIIEHUsI Nocrne aBapuitHbIX cuTyauuin? / Do you
have formal business continuity / disaster recovery plans?

Oa/ Yes Het / No
Ecnu «Oa» / If “Yes”:

a. KakoBbl ueneBble cpoku BoccTaHoBneHus cucteMbl? / What are the recovery time objectives for system restoration?

b. Kak vyacTto Takme nnaHbl TecTupytotca? / How often are such plans tested?

WUmeeTcs nu chopmanbHas nonuTrka yrnpasreHUs U3MeHEHUsIMU, BKITOYaloLLasi OLieHKY PUCKOB, TeCTMPOBaHu1e, aBTopu13aLuio, npoueaypbl
KOHTPOJISi U3MEHEHUI M nNpoLeaypbl oTKaTa AnsA ocHOBHbIX cuctem? / Do you have a formal change management control policy including risk
assessment, testing, authorization, change control procedures and roll back procedures for major systems?

Oa/ Yes Het / No

WmeeTcsa nu npouecc ynpaBneHUs XM3HEHHbIM LMKIOM ANA OLEHKU M 3aMeHbl cucteMbl / ceTeBoro obopyaosanua? / Do you have a
lifecycle management process for assessing and replacing system/network equipment?

Oa/ Yes Het / No

E. nO,dep)KeHHOCTb puckKkam, cBaA3aHHbIM C UCMNOJIb3OBaHMeM BHELWWHUX NOCTaBLMNKOB / Outsourcing Exposure

Pasgen ponkeH ObITb 3anorfiHeH B TOM cryyae, ecnu CtpaxoBartenb npegocrtasnset ycnyru UT / nepegaym AaHHbIX TpeTbUM nuuam / Section to
be completed only if the proposer outsources IT / Data services to third parties

1.

YkaxuTe, noxanyucra, Bce ycnyru UT n ycnyru, cBA3aHHbIe C JaHHBLIMWU, KOTOpPbIe NepeaalnTcs Ha BHELWHUA NoapAn TPeTbUM CTOPOHaM,
BKIO4asi NOCTaBLUMKOB 06NaYyHbIX TEXHONOrUM (Mpu Heo6XxoAMMOCTHM UCTIONb3yTe oTAeNbHbIN nUcT) / Please state all IT / Data services that
are outsourced to third parties, including cloud providers (please use a separate sheet if required):

Ycnyra / Service HaumeHoBaHue noctaBuwmka / Provider Name: Ycnyra no Tpe6oBaHuio
(Bkniovasa mogenu
MHdpPaCTPYKTYpbl U MOAgenu
nnatopmMbI UM NPOrpPaMMHOro
obecnevyeHus Kak ycnyrm) /
On demand service (including
Infrastructure, Platform or Software
as a Service models)

Oa/ Yes Het / No
Oa/ Yes Het / No
Da/ Yes Het / No

Oa/ Yes Het / No
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Ycnyra / Service HaumeHoBaHue noctaBwuka / Provider Name: Ycnyra no Tpe6oBaHuio
(BKkNtO4as Mmopenu
MHbpPaCcCTPYKTYpbl U MOAenun
nnatopmMbl UMM NPOrpaMMHOro
obecnevyeHus Kak ycnyru) /
On demand service (including
Infrastructure, Platform or Software
as a Service models)

Ha/ Yes Het / No
Oa/ Yes Het / No
Oa/ Yes Het / No
Ha/ Yes Het / No

2. Kakue mepbl fOMKHON OCMOTPUTENBHOCTU MPUHUMAIOTCS A0 B3aMMOAENCTBUS C HOBbIM BHELWHUM nocTaBLukom ycnyr (OSP)? / What due
diligence is undertaken before engaging with a new outsourced service provider (OSP)?

3. Wmeetcs nu npouecc perynsipHoro ayauta 6e3zonacHoct OSP? / Do you have a process for regular security audits on OSPs?
Oa/ Yes Het / No

4. [pe cTOpOHHME MOCTaBLUMKU OOpabaTbiBalOT UM XPaHAT AaHHble, KaK OLIEHUBaKTCA PUCKU, CBA3aHHble C o6Lller MH(pPacTpyKTypon,
HanpuMep obnakamu unu o6MMKM cepBepaMu, U Kak opraHusauus ynpaenset umu? / Where data is processed or stored by 3rd party
providers, how do you assess and manage the risks posed by shared infrastructure such as clouds or shared servers?

5. XpaHsaTcs Ny AaHHbIe O BCEX ycnyrax no TpebosaHuio B YacTHoM obnake? / For all on-demand services, is data stored in a private cloud?

Oa/ Yes Het / No
Ecnu «HeT», TO B Kakon cTeneHn UCnonb3yrTcs obLeAoCcTyNHbIe obnaka U Kak KOHTponupyeTcs Aoctyn K AaHHbIM? / If ‘No’, to what extent
are public clouds used and how is access to data controlled?

6. Ecnu npoucxoauT HapylueHue AaHHbIX, Kakasi CTOPOHa HeceT pacxofbl Mo yBeJOMIIEHUIO U KakoBa 06s13aHHocTL OSP B aTou cutyauum?
/ If a data breach occurs, which party incurs the costs of notification and what is the OSP’s obligation in this situation?

7. Ecnu cuctema OSP unu obnayHas ycnyra He4oCTynHa, KakoBO UX BEPOSiITHOe BNusiHMe Ha Baw 6usHec? / If an OSP system or cloud service
is unavailable, what is the likely impact on you?
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8. Kakme poroBopHble BO3MeELleHUsI OEACTBYIOT B Cllyyae HapyleHWs AaHHbIX UMW HeOOCTYNHOCTU CeTWU, NMPUYMHEHHbIXx OSP unu
nocTaBLMKOM obnayHbIx ycnyr / noctpagasiliero ot Hux? / What contractual indemnities are in place in the event of a data breach or network
unavailability caused/suffered by the OSP or cloud provider?

9. Kakum o6pa3om nnaHbl o6ecneyeHUs HenpepbIBHOCTU GU3Heca n/unv aBapuiHOro BOCCTAaHOBIIEHUsI HaNpaBrieHbl Ha NpegoTBpaLleHue
HapyuweHui OSP unu obnaka? / How do your business continuity and/or disaster recovery plans address an OSP or cloud failure?

F. BesonacHocTb AaHHbIX / Data security

1.  WmeeTcs nu aupeKkTop no BonpocaM KoHduaeHUmansHOCTU u 6e3onacHocTu AaHHbIX? / Have you designated a Chief Privacy Officer?

Oa/ Yes Het / No
Ecnu «HeT», noxanyincra, o6bAcCHUTE, Kak 3Ta (PYHKLUSA OTCIEeXMBaeTCA M KOHTPONUMPYeTCs B Ballel OpraHuM3auuu M KTO HeceT
oTBeTcTBeHHOCTbL / If ‘No’, please explain how this function is monitored and controlled within your organisation and who is responsible:

2. WwmeeTcsa nu nonutuka KoH(UAEHLMaNbLHOCTM U 6e30MacHOCTU JaHHbIX B MacwTabax Bcen rpynnbl? / Do you have a group-wide privacy

policy?
Oa/ Yes Het / No
Ecnu «[a», To cobnrogaeTtcsa nu oHa? / If ‘Yes’, are you in compliance with it? Oa/ Yes Het / No

3. WmeeTcsa nu nonutuKa yCTaHOBMNEHUSA CTeNeHU KOH(PMAEHLMaNnbHOCTU AaHHbIX C afeKBaTHbIM YpoBHeM 6e3onacHocTm? / Do you have a
data classification policy with adequate levels of security in place for sensitive data?

Oa/ Yes HeTt / No

4. HactpoeHa nu ceTb TakMM o06pa3oM, 4YTOObI AOCTYN K KOHuUAeHUManbHbIM AaHHbIM ObiN OrpaHMYeH Haanexawum obpasom
aBTOpPM30BaHHbLIMU 3anpocamu, a NpUBUNerun perynspHo npoeepsanucb? / Is your network configured to ensure that access to sensitive data
is limited to properly authorised requests, with privileges reviewed regularly?

Oa/ Yes Het / No

5. OtcnexuBaeTcs Ny B ce€TU JOCTYN K KoHduAeHUManbHou nHdpopmauumn? / Do you monitor access to sensitive information on your network?
Oa/ Yes Het / No

6.  XpaHuTCA N BcA AenukaTHas U KoHduAaeHUManbHas MHgopmauums B Balunx 6a3ax AaHHbIXx/cepBepax U haiinax AaHHbIX B 3alIMPOBaHHOM
Buae? / Is all sensitive and confidential information stored on your databases/servers and data files encrypted?

Oa/Yes Het / No
Ecnu «HeTt», To noxanyuncra, onvwute Mepbl 6e3onacHocTu (T.e. CpeAcTBa KOHTPONsl AOCTyna), NpUMeHsieMble AONsi 3alUTbl 3TOWM
nHdopmauum / If ‘No’, please describe the security measures (i.e. access controls) in place to protect this information:

7. lwudpyetca nu pgenukatHaa |/ KoHduaeHumanbHas uHdopmauma npu nepepayve? / Is sensitive / confidential information encrypted in
transmission?

Oa/ Yes Het / No

8. [lNpousBoguTCs Nu pesepBHOE KONUPOBaHUE BCEX KPUTMUYECKU BaXHbIX JaHHbIX MO KpanHen Mepe pa3 B Hegento? / Is all critical data backed-
up at least weekly?

Oa/ Yes Het / No

9. XpaHAITCA NY B opraHM3auum co6CcTBeHHbIe pe3epBHble NNEHKK / kacceTbl / aucku u T.4.7 / Do you maintain your own back-up tapes/cassettes/
disks etc.?

Oa/ Yes Het / No
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Ecnu «[la», To xpaHATCcA nu oHu B hnamnyeckm 3awmiieHHoM mecte? / If ‘Yes’, are they stored in a physically secured location?
Oa/ Yes Het / No

10. TMoxanyucTa, ykaxute, cobniogaloTca nu cnepyrowme TpebosaHus: / Please state your compliance with the following:

Cobnropatorcs nu? Ecnu «HeTt», npockba npeacraBuTb
noapo6Hyto MHopmauuio:
CrtaHaapThbl 6€30MacHOCTY JAaHHbIX
MHAYCTPUN NNaTeXHbIX KapT Ha Het HeT faHHbIX
Bbi6
bIGepuTe Bepcuio 2.0 3.0
Bbi6
biGepuTe ypoBeHb 1 2 3 4

3aKkoH o0 cnpaBeAnUBbLIX U TOYHbIX
KpeauTHbIX caenkax (FACTA)

Oa Het HeT paHHbIX
3akoH 06 OTBETCTBEHHOCTU U NepeHoce
AAaHHbIX O CTPaxoBaHWUW 30,0POBbLA rpaXaaH
(HIPAA) Oa Het HeT gaHHbIX
3akoH 06 nHdopmaLMOHHOW TeXHONOrMmn
3ApaBoOOXpPaHeHUs ANsi SKOHOMUYECKOro U
KnuHuyeckoro 3gopoBbs (HITECH) Oa Het HeT gaHHbIX
3akoH Npamm-Iny Bnannum (1999 rop)

Oa Het HeT gaHHbIX
Opyroe (noxanymncra, ykaxuTre)

Oa Het HeT gaHHbIX

11. TMoxanyncTta, onuwuTe Bawy MNONMUTUKY XPaHEHUS U YHUUYTOXeHMs AaHHbix / Please describe your data retention and destruction
policy:

12. WmetoTcA nu npoueaypbl OT3biBa YYETHbLIX 3anucei nonb3oBaTtenen nocre yBonbHeHUs coTpyaHukoB? / Do you have user revocation
procedures on user accounts following employee termination?

Oa/ Yes Het / No

G. CeteBas 6e3onacHocTb / Network Security

1. Wcnonb3yeTtcs nu cnepytowee (noxanyncra, BbibepuTe Bce, YTo npumMmeHnmo)? / Do you utilise the following (please select all that apply)?

BpaHgmayapbl B nepumeTpe cetu / Firewalls at the network Perimeter;

Bpanpgmayapbl, 3awmiatrowine KoHuaeHUManbHble pecypchbl, XpaHawmecs BHyTpu ceTu / Firewalls protecting sensitive resources kept
inside the network;

Bpanpmayapbl Be6-npunoxenunn (WAF) / Web application firewalls (WAF);

AHTUBUMpPYC UNu nporpamMmmHoe o6ecrneyeHue no 3awuTe OoT BPeAOHOCHbLIX MporpamMmM, KOTopoe OGHOBMSIETCA UNU UcnpaBnsieTcs B
COOTBETCTBMMU C peKkoMeHAauusMmu noctaBlmka / Anti-Virus or Anti-Malware software that is updated or patched in accordance to vendor
recommendations;

CucTteMbl 06HapyXeHUst UK NpefoTBpaLLeHus BTopxeHui / Intrusion detection or prevention systems;

Ynpexpaatowee ckaHMpoBaHue yasBumocTen / Proactive vulnerability scanning.
Ecnu BbIGpaH 3TOT napameTp, BKIOYEHbI NI B CKaHUpOBaHUe ysi3BUMOCTM Bce BebG-cTpaHuubl? / If selected, do your vulnerability scans
include all web pages?

Oa/ Yes Het / No
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10.

dusmnyeckue anemeHTbl ynpaBneHus, npenaTcTeyowme goctyny k cetu / Physical controls preventing access to the network;

YnpaBneHue yaaneHHbIM A4ocTynoMm k cetu (Hanpumep, VPN ¢ aByxcakTopHon ayteHTudpmkaumen) / Network access controls for remote
access (e.g. VPN with 2 factor authentication).

MpuMeHsieTCA NN «KecTkas MONMMTMKA B OTHOLUEHUU napornei», Tpebylolasa AOCTaTOYHOM CIIOXHOCTU M ANUHbI, a Takke TpeOytoulas
m3beratb NOBTOPHOrO MCMONbL30BaHUA ANSA BceX y4YeTHbIX 3anucen? / Do you enforce a ‘strong password policy’ requiring passwords of
adequate complexity and length, avoiding re-use for all accounts?

Oa/ Yes Het / No
Ecnu «HeTt», noxanyucTta, onuwimMte mepbl, NpUHUMaeMble Ansa obecneveHus 6esonacHocTu naponen / If ‘No’, please describe the measures
in place to manage password security:

MpakTukyeTcsa nNu yBenuyeHve cteneHn 6e3onacHocTy KoHduUrypauum cepeepoB u npunoxeHun? / Do you carry out server and application
security configuration hardening?

Oa/ Yes Het / No

WUmeeTcsa nu B opraHusaumm pekomeHAaTerNbHbIA CMWCOK, NMpeAoTBpallaloWmi 3anyck BPeAOHOCHbIX U APYrMX HeaBTOPU3OBaHHbLIX
nporpamm? / Does the organisation maintain a Whitelist to prevent malicious software and other unapproved programs from running?

Oa/ Yes Het / No
Ecnun «HeT», npumeHsieTca nNu NpyMHUMN HaMMeHbLUMX NPpUBUNErun K npaBam nonb3oBatensa? / If ‘No’, do you apply the principle of least
privilege to user rights?

Oa/ Yes Het / No

MoxanyncTa, onuwnTe NpoLecc yrnpasreHUsi U yCTaHOBKW MCMPaBlieHUI B CUCTEMaX M NPUIoXeHUsX (BKNtovasn nobon atan TecCTMpoBaHuUsA
| npoBepku Ao pa3BepTbiBaHusA) / Please describe your process for managing and installing patches on systems and applications (including any
testing / due diligence phase prior to deployment):

Ucnonb3yete nu Bbl KakMe-nn6o HenopaepxuBaeMblie onepauMoHHbIe CUCTEMbI UNU NporpaMmHoe obecneyeHune? / Are you using any
unsupported operating systems or software?

Oa/ Yes Het / No
Ecnu «[a», To Kak Bbl NNaHupyeTe pewnTb 3Ty npobnemy? / If ‘Yes’, how do you plan to address this issue?

Ectb nu y Bac odwmumanbHasi NofUTUKA KOHTPONsi M3MEHEHWW, KoTopas BKIHOYaeT OLEHKY PUCKOB, TeCTMpPOBaHWe, aBTOpU3aLUio,
npoueaypbl KOHTPONS U3MEHEHUI U NpoLeaypbl OTKaTa Ans ocHoBHbIX cuctem? / Do you have a formal change control policy which includes
risk assessment, testing, authorisation, change control procedures and roll back procedures for major systems?

Oa/ Yes Het / No

MpousBoauTcs nNu pesepBHOE KONMMPOBaHME KPUTUMYECKM BaXHbIX CMCTEM Yalle, YeM HekpuTuyeckux cuctem? / Do you backup critical
systems more often than non-critical systems? Do you allow BYOD?

Oa/ Yes Het / No

Mo3BonsieTcs nNu ucnonb3oBaHWe COTPyAHMKaMM Ha paboTe co6cTBeHHbIX ycTpourcTB? / Do you allow BYOD?

Oa/ Yes HeTt / No
Ecnu pa, To kak Bbl ynpaBnsieTe 3TMM puckom? Moxanyincra, ykaxure Takke MH(OPMaLMIO O KOHTpore AoCTyna U yAaneHHOW o4ncTke
namaTu yctponctB / If Yes, how do you manage this risk? Please also include details regarding access control and remote device wiping:

OTKNIOYEH Ny coTpyaHMKaM gocTyn K 3anucu Ha USB-Hakonutenun? / Is write access to USB drives disabled for employees?
Oa/ Yes Het / No
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11. TMoxanyuncTa, onuwINTe, KaK OTCIIEXXMBaKOTCA U aKTUBHO GNOKMPYIOTCS NPOABUHYThIE BPeAOHOCHbIE NPOorpaMmbl (KOTOpbIe He MOTYT ObITb
OBHapyXeHbl TPaAULMOHHLIMU aHTUBUPYCHbLIMU nNporpammamm) / Please describe how you monitor and actively block advanced malware
(which cannot be detected by traditional anti-virus software):

12. MpepacrtaBneHa Ny opraHu3auus B coumanbHbIX ceTsx? / Does your organisation have a Social Media presence?

Oa/ Yes Het / No
Ecnu «[da», To Bce NN y4€THbIe 3anMcu UMetoT cneLumnanbHbIi NoNnb3oBaTenbCKui HTepdenc, aHe HTepdenc obLero aAMMHMCTPUPOBaHWS,
M KaK oTCnexuBaeTcsl akTUBHOCTb B couuanbHbIx ceTsx? / If “Yes’, are all accounts ‘user specific’ rather than general administration accounts
and how is social media activity monitored?

Oa/ Yes Het / No

H. Monutuka B o6nactu 6e3onacHocTu U Npoueaypbl TectupoBaHus / Security Policies and Testing Procedures

1. MNoppepxuBatoTcsi Nu Kakue-nubo cepTuduLUMpoBaHHble CTaHAAapTbl MHopmaumMoHHoN 6e3onacHocTU? / Do you maintain any certified
information security standards?

DOa/ Yes Het / No
Ecnu «[Ja», npocb6a yka3aTtb (Hanpumep, 1ISO027001) / If ‘Yes’, please state (e.g. 1ISO27001):

2. Wmeetcs nu obGLiekopnopaTMBHas NoNnTUKa 6e3onacHOCTU, KOTopas AOBOAUTCSA A0 cBeAeHUA Bcex coTpyaHukoB? / Do you have a group-
wide security policy, which is communicated to all employees?

Oa/ Yes Het / No

3. Wmeetcsa nu dyHKumsa cbopa nHgpopmaumm o knbep-yrposax? / Do you have a cyber-threat intelligence gathering function?
Oa/ Yes Het / No

4. TlpoBoauTcs nu perynsipHoe TeCTUpOBaHUe Ha NPOHMKHOBEHMWEe TpeTbeln CTOPOoHbI? / Is regular penetration testing carried out by a 3rd party?

Oa/ Yes Het / No
Ecnu «Oa» / If ‘Yes’:
a. Korpa npoBoauncsa nocnepgHumn Tect? / When was the last test performed?

b. Bbinu nu BbickasaHbl KakMe-NnM6o cepbe3Hble onaceHusi B CBA3W € KakMM-nnbo acnektom cetn? /Were any serious concerns raised in
any aspect of the network?

Oa/ Yes Het / No

c. bBbinu nu onpegeneHbl U yCcnewHo ycTpaHeHbl NpobnemMbl? / Have concerns been addressed and successfully remediated?

5. TlNpoBoaATcA nu TPeTbMMU CTOPOHaMU perynsipHbie ayauTbl 6esonacHocTn? / Are regular security assessments carried out by a 3rd party?

Oa/ Yes Het / No
Ecnu «Oa» / If ‘Yes'’:

a. Korpa npoBoguncs nocnepgHui ayaut? / When was the last assessment undertaken?

b. BbInu nu Bbicka3aHbl Kakue-nmbo cepbe3Hble OonaceHusi B CBA3U € KakMM-nubo acnektoM cetu? / Were any serious concerns raised in
any aspect of the network?

Oa/ Yes Het / No

c. bBbinu nu onpepgeneHbl 1 ycnewHo ycTpaHeHbl Npo6nembl? / Have concerns been addressed and successfully remediated?

6. WmeeTcsa nu nporpamma HenpepbIBHOro 06y4eHUsi COTPYAHUKOB MO Bonpocam KoHduaeHuManbHOCTH / 6e3o0nacHOCTU AaHHbIX, BKIO4Yas
BOMPOCHI OPMANYECKON OTBETCTBEHHOCTM U couMarnbHOro uHxuHupuHra? / Do you have a continuous awareness training programme for
employees regarding data privacy / security, including legal liability and social engineering issues?

Oa/ Yes Het / No
Ecnu «[a», To BKIOYaeT NN 3TO Kakoe-Nnmbo akTMBHOE TeCTUPOBaHUE COTPYAHMUKOB Ha coLuanbHbIN MHXUHUPUHT (Hanpumep, uimnHr)?
/ If ‘Yes’, does this include any active social engineering testing (e.g. phishing) on employees?

Oa/ Yes Het / No
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7.

MpousBoanTcA Nu NpoBepKa aHKeTHbIX AaHHbIX BCeX KaHAMAATOB Ha paboTy, NoApsAYMKOB M CTOPOHHUX nonb3oBatenen? / Do you
perform background verification checks for all candidates of employment, contractors and 3rd party users?

Oa/ Yes Het / No

I. Kommep4eckue cy6beKTbl, TOUKU NPOAAX U MHAYCTPUA NnaTéxHbIX kapT / Merchants, Points of Sale and PCI

Pa3gen 3anonHseTcs TonbKo B TOM crny4ae, ecnvu aBTop NpeanoXxeHusi npuHUMaeT onnarty kaprtou / Section to be completed only if the proposer
accepts payment by card

1.

MpuHumaeTcs nu onnara nocpeacTBoM onepauui Tuna «C npucyrtcTBuem kaptbl (Card-Present)»? / Do you accept payment via Card-
Present transactions?

Oa/ Yes Het / No

Ecnu «[a» / If ‘Yes’

a. WwmeeTtcsa nu nonHoe cooTBeTCTBME cTaHAapTam o6pabotku kapT EMV / Are you fully compliant with EMV card processing standards
Oa/ Yes Het / No

b. EcTtb nuy Bawmnx POS-cuctem dyHkumm 3awmThl ot B3noma? / Do your POS systems have anti-tampering features?
Oa/ Yes HeTt / No

c. OnuwwuTe npouecc wudpoBaHUsa U/Mnu TokeHN3aLuum AaHHbIX, Npoxoaslmux yepes cetb POS, ykaxuTe, UICMOMNb3YeTCA NIM MEXKOHLIEBOE
wmndpposaHue / Please describe the encryption and/or tokenisation process of data flowing through your POS network, please include whether
point-to-point encryption is used:

d. BbI3bIBalOT N1 U3MeHEHUs otaenbHbIX dannoB B cucteme POS onoBeleHus B pexume peanbHoro BpemeHu? / Do changes on
individual files on the POS system create alerts in real-time?
Oa/ Yes Het / No

e. TpebGywT nu nsmeHeHus B cuctemax POS odmumansHoro cornacoBaHus Ao BHeapeHusi? / Do changes to the POS systems require
formal approval prior to implementation?
Oa/ Yes Het / No

f. PerynsapHo nu POS-ycTponcTBa NpoBepsilOTCA Ha Hanuyne BPeAOHOCHbLIX MPOrpaMm MNKN YCTPOMUCTB ckuMmuHra? / Are your POS
devices regularly scanned for malware or skimming devices?
Oa/ Yes Het / No

g. Kak uacTto cetb POS ayaupyetcs TpeTber ctopoHon? / How often is your POS network assessed by a 3rd party?

h. BbiaBun nu nocnepgHui ayauT cetu POS kpuTuyeckue ysasBMMOCTM UNU YA3BUMOCTU Bbicokoro ypoBHsa? / Did your last POS network
assessment highlight any critical or high level vulnerabilities?
Oa/ Yes Het / No

Ecnu pa, To 66111 nu oHn ucnpaeneHbl? / If Yes, Have these been remediated? DOa/ Yes Het / No

i. Bawa cuctema POS paspabotaHa 1 nopaepxvMBaeTcsi NOCTaBLUUMKOM, oTBevyarowmum Tpe6oBaHusam PA-DSS? / Is your POS system
developed and maintained by a PA-DSS compliant vendor?
Oa/ Yes Het / No

j.  BbINKM N1 n3ameHeHbI BCe Naponv no ymorn4yaHuto, npepgocTaBneHHble noctaBlwmkom? / Have all vendor-provided default passwords been
changed?
Oa/ Yes Het / No

k. Toxanyncra, onuwunTe, Kak pasaensercsa ceTb POS n kopnopatuBHas ceTb? / Please describe how you segregate your POS and corporate
network?

I. OTtcnexuBaeTcs N1 BCsl akKTUBHOCTbL Nonb3oBaTtenen B ceTu? / Is all user activity on the network monitored?
Oa/ Yes Het / No

m. Beaércsa nu xypHan y4yéTa AaHHbIX NIAaTEXHbIX ONepaLui u KOHTPONUPYETCA NN OH Ha perynsipHon ocHoBe? / Is payment transaction

log data collected and reviews on a regular basis?
Oa/ Yes Het / No
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2.

MpuHumaeTcsa nu onnarta nocpeacTBOM TpaH3akumin Tuna «Mpu otcytcTBUM KapThl (Card-not-Present)»? / Do you accept payment via Card-
not-Present transactions?

Oa/ Yes Het / No
Ecnu «Oa» / If ‘Yes’:

a. MWcnonb3ayloTcs nu cTopoHHME nnaTexHble W3kl Ans obpaboTtku nnatexen? / Do you use 3rd party payment gateways to process
payments?

Oa/ Yes Het / No
b. MoxanyicTa onuwimnTe, Kak AaHHbIE NIATEXHbIX KaPT PUKCUPYIOTCA U NepeaaroTcA NpoLeccopy KpeAUTHbIX KapT, BKIoYasi npouecc

wndppoBaHms n/unu TokeHnsaummn? / Please describe how payment card data is captured and transferred to the credit card processor,
including the encryption and/or tokenisation process?

J. PearnpoBaHue Ha nHuugeHTbl u nctopus yobiTkoB / Incident Response and Claims History

1.

Bepetcsa nu XypHan MHUMAEHTOB, PEerMCTPUPYHOLINIA BCe HapyLUeHUsi cucTeMbl 6e3onacHocTu U c6ou B paborte cetn? / Do you keep an
incident log of all system security breaches and network failures?

Oa/Yes Het / No
Ecnu «[da», noxanyncrta, onuwuTe npouecc 3ckanauum u pasbopa Takux nHumaeHToB / If ‘Yes’, please describe the escalation and review
process for such incidents::

WmeeTcsa nu nnaH pearmpoBaHUA Ha UHLMAEHTLI, BKITHOYAOLWMIA KOMaHAY € onpeAerieHHbIMM ponsmMu u obsasaHHocTamMmn? / Do you have an
incident response plan which includes a team with specified roles and responsibilities?

Oa/ Yes Het / No
Ecnu «[a», To npoBepsrcs nu oH B TeyeHne nocnegHux 12 mecsaueB? / If ‘Yes’, has this been tested within the last 12 months?

Oa/ Yes Het / No

Bbinu nu npuymnHeHbl YObITKM 3a nocnegHue 5 net no cneayrowmm npuumHam? / During the last 5 years, have you suffered from any of the
following?

3.1. HecaHKuMoOHMpPOBaHHOE pa3rnaiwleHve unu nepegada nobon KoHduaeHUManbHOM UHOPMaLMKM, 3a KOTOPY OopraHu3auusi HeceT
oTBeTcTBeHHOCTb / The unauthorised disclosure or transmission of any confidential information for which you are responsible

Oa/ Yes Het / No

3.2. Ilto6oe BTOpXKEHWE, HECAHKLMOHMPOBaHHbLIA AOCTYN MW HECaHKLUMOHUPOBAHHOE WCMONb30BaHWE KOMMbLIOTEPHOM cuctembl / Any
intrusion of, unauthorised access to, or unauthorised use of your computer system

Oa/ Yes Het / No

3.3. [lio6oe cnyyanHoe, HeGpexHoe MMM HenpegHaMepeHHoe AeWCTBUEe WMNKN Ge3nencTBUE CO CTOPOHbI COTPYAHMKA OpraHusauuu
WNU coTpyAHMKa N6GOro CTOPOHHEro nocTaBlyMKa ycryr BO BpeMmsl 3KChniyaTauuu, obCnyXvMBaHUA UNU MOAEpPHU3aLMW Balleun
KOMMNbIOTEpPHOU cuctembl / Any accidental, negligent or unintentional act or failure to act by an employee or an employee of any third party
service provider whilst operating, maintaining or upgrading your computer system

Oa/ Yes Het / No

3.4. NMpuocTtaHoBKa UnNu gerpagauusi KOMNbTEpPHOU cucteMbl / The suspension or degradation of your computer system
Oa/Yes Het / No

3.5. HeBO3MOXHOCTb MONy4YUTb AOCTYN K AaHHbIM U3-3a yAareHus, NoOBPEeXAEHUs, NMOpPYu, U3SMEHEeHUs1 UNu NoTepu Taknx AaHHbIX / Your
inability to access data due to such data being deleted, damaged, corrupted, altered or lost

Oa/ Yes Het / No

3.6. BoimoraHue Bbikyna unu yrposa 6esonacHoctu / Receipt of an extortion demand or security threat
Oa/ Yes Het / No

3.7. Nony4yeHune npeTeH3UN B OTHOLIEHWUU NOGOro U3 BblllenepeuncneHHbix / Receipt of a claim in respect of any of the above
Oa/ Yes Het / No

To6ble cdopmManbHblie unu ocduumnanbHble AencTBUA, paccrneagoBaHue, 3anpoc Unu ayauTt perynupyrouiero opraHa, BO3HUKWWne B CBA3N
C ucnonb3oBaHWeM, KOHTpoIem, CGOpOM, XpaHeHuem, OGPaaOTKOiI uwnu nopgo3peHuemM Ha HenpaBoMepHOe UcCNofib3oBaHue nn4yHoMn
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nHdopmauumm / Any formal or official action, investigation, inquiry or audit by a regulator arising out of your use, control, collection, storing, processing
or suspected misuse of personal information

Oa/ Yes HeTt / No

Ecnu paH orBeT «[da» Ha no6oi U3 BbillenepeyncrieHHbIX BONPOCOB, NoXanymnucra, ykaxute nomnHyt uHdgopmauumio / If ‘Yes’ to any of the
above, please provide full details:

K. 3anpawuBaembie NokpbITUA / Requested coverage sections

BbiGepuTe, noxanyiicTa, 3anpalwimBaemMble NOKPbITUA U3 HUXKenepeuncneHHbix / Please choose coverage sections from the following:

HasBaHue nokpbiTus / Numut / Limit ®paHwwu3sa / Retention Oa/ Het/Yes/No
Coverage section

MpodeccuoHanbHasn
OTBETCTBEHHOCTb
onpeaerneHHbIX npodeccuu /
Specified Professions

OTBeTCTBEHHOCTbL 3a
MynbTUMeAunHble yenyru / Media
Liability

UHdopmaumoHHo-
TeXHororn4eckume ycnyru n
npoayktbl / Technology Services
& Technology Products

Knb6eporBeTcTBEHHOCTb
W 3aWmTa gaHHbIX /
Data Protection & Cyber Liability

C6ou B pabote cetn /
Network Interruption

CTpaxoBaHue pacxofoB B CBA3N
C KnbepuHUMAEHTOM /
Event Management

Kn6epBbiMmoratenbcTBso /
Cyber Extortion

MepBuyHoe pearnpoBaHue /

First Response 48 yacoB / 48 hrs Nil

Ycnyru no npeaoTBpalleHuto
y6bITKOB / Loss Prevention
Services

MocTaBLMK ayTCOPCUHIOBBLIX
yenyr / Outsource Service Provider

CucteMHbIn coomn /
System Failure

MHUMAEHT C 3NEeKTPOHHbLIMU
AaHHbIMK / Electronic Data
Incident

MolueHHU4YecTBO C
nepeyncrieHueM AeHexHbIX
cpeactB / Computer Crime

®doHA Bo3HarpaxaeHumn
3a NOMOLb B PacKkpbITUU
npecTynneHun /

Criminal Reward Fund

CKuAOoYHbIE KYNOoHbI /
Goodwill Coupon

TenedoHHOe xakepcTBO /
Telephone Hacking

Ycnyru B o6nacty uudpoBbIX
mynbsTumegma / Digital Media
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Deknapauus / Declaration

HacTtoswmm 3asBuTenb noaTBepXAaeT U 3asBNAET, YTO BCe CBEAEHUS, YKa3aHHbIe B HACTOSsILLEM 3asiBIIEHUW, SIBIIAIOTCA NOMHbLIMUA U fOCTOBEp-
HbIMK, a Takke 4TO CTPaxoBLUNKY HAaCTOSILUUM 3asiBIIEHUEM COOOLLEHbI BCe U3BECTHbIe eMy O06CTOATEeNbCTBA, MMelolMe CyLLeCTBEHHOE 3Ha-
YyeHue Ana onpeaeneHUs BePOSITHOCTU HACTYMIeHUs1 CTPaxoBOro criyyasi U pa3mepa BO3MOXHbIX YObITKOB OT ero HacTynrneHusi (CTpaxoBoro
pucka) / The Applicant hereby confirms and declares, that data containing in this application is complete and trustworthy and that by filing this application
to the Insurer the Applicant informs on all known to the latter circumstances having material significance for determining the probability of occurrence of
an insured event and an amount of possible losses caused by it (insured risk).

Ecnu nocne 3aknto4yeHns [oroBopa cTpaxoBaHusi 6yaeT yctaHOBMEHO, 4To CTpaxoBLUMKY 6blnin coOo6LeHbl 3aBe40MO NoXHbIe cBeageHusA, CTpa-
XOBLUMK Brnpase notpebosaTb NpU3HaHMA AOroBopa cTpaxoBaHusA HeaencTBuTenbHbIM / If after conclusion of the insurance contract (insurance
policy) fact that the Applicant provided the Insurer with knowingly false information (data) comes to the knowledge of the Insurer the latter will be entitled
to require the insurance contract (insurance policy) to be deemed null and void.

B nepuop pencrteusa goroBopa cTpaxoBaHus 3asBuUTeNb U 3acTpaxoBaHHOE NULO 06513aHbl He3amMmeanuTernbHO NUCbMEHHO coobwaTtb CTpa-
XOBLUMKY O CTaBLUMX UM U3BECTHbIMM 3HaYUTENbHbIX U3MEHEHUsIX B 0GCTOATENbLCTBAX, COOOLWEHHbIX CTPaxoBLLMKY NPU 3aKMOYEHUU U UC-
NONIHEHMM [OroBOpa CTPaxoBaHUsl, €CNN 3T BbilleHa3BaHHbIe U3MEHEHUs1 MOTYT CyLLeCTBEHHO NOBNUATL Ha yBeNnW4YeHUe CTPaxoBOro pucka
/ During a validity period of the insurance contract (insurance policy) Applicant and Insured person are obliged to immediately inform Insurer in writing on
all known to them significant changes in circumstances, on which the Insurer was informed formerly during the process of conclusion and performance of
the insurance contract (insurance policy), if these abovementioned changes could materially influence the increase of the insured risk.

3HaunuTenbHbLIMM NPU3HAIOTCSA NIOOLIE U3MEHEHUSA B CBEAEHUSIX, YKa3aHHbIX (CoAepXKalimxcsl) B 4OroBope CTpaxoBaHUs, HacTosLeM 3asBne-
HUM, a TaKKe UHbIX JOKYMEHTax, NpefocTaBleHHbIX (NepeAaHHbix) CTPaxoBLMKY NPU 3aKNOYEHUU U UCMONTHEHMM AOroBOpa CTpaxoBaHus, B
TOM Yucre No ANEKTPOHHOW nouTe. HacTosiee 3asBNeHne, a Takke yKka3aHHble Bbille JOKYMEHTbI IBMSOTCA HEOTHLEMIIEMON YacThbio AoroBopa
cTpaxoBaHusa / Any changes in data containing in the insurance contract (insurance policy), this application and other documents provided (forwarded)

to the Insurer in the process of conclusion and performance of the insurance contract (insurance policy) are deemed to be significant. Current application
and all abovementioned documents are integral parts of the insurance contract (insurance policy).

Mopgnuck / Sign

DomxHocTb / Title

OpraHusauus / Firm

Dara / Date

AO «TAPONSA» npepnaraeT LWMPOKMIA CNEKTP CTPaxXOBbIX YCyr N0 MMYLLECTBEHHOMY CTPaxoBaHWIO. YHUKaMNbHbIM MPEenMyLeCTBOM KOMMNaHUW SABMSETCS
coveTaHune rryboKoro 3HaHNsA POCCUMCKOTO PbiHKa C MEXAYHAaPOAHOW MPaKTUKOW 1 CTaHAapTamy NpefoCcTaBeHns yCnyr.
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